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Orleans/Niagara Board of Cooperative Educational Services
Group Health Plans

NOTICE OF PRIVACY PRACTICES
As Required by the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”)
Privacy Regulations

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION.
PLEASE REVIEW IT CAREFULLY
This Notice of Privacy Practices (“NPP”) is made in compliance with the Standards for Privacy
of Individually Identifiable Health Information (the “Privacy Standards”) established by the
United States Department of Health and Human Services (“DHHS”) pursuant to the Health
Insurance Portability and Accountability Act of 1996 (“HIPAA”). This NPP summarizes the
privacy practices of the group health plans of Orleans/Niagara Board of Cooperative Educational
Services (“Orleans/Niagara BOCES”). The Privacy Standards shall control in the event of a
discrepancy between this NPP and the Privacy Standards.
Orleans/Niagara BOCES’ group health plans, which include, the Medical Plan (including the
Traditional Indemnity contract, the Point of Service (POS) contract, the Preferred Provider
Organization (PPO) contract, and prescription drug coverage), the Medical Reimbursement Plan,
and the Benefit Bank Plan (“Health Plans”), are required by law to maintain the privacy of your
Protected Health Information (“PHI”) as defined below, and to inform you, through this NPP,
about:
1.
2.
3.
4.

the Health Plans’ duties with respect to your PHI;
how the Health Plans may use and disclose your PHI;
your privacy rights with respect to your PHI;
your right to file a complaint with the Health Plans and with the Secretary of
DHHS; and
5. who to contact for further information about the Health Plans’ privacy practices.

PHI, as defined by HIPAA, includes all individually identifiable information about you that is
transmitted or maintained by the Health Plans, including demographic information, and includes
information that is created or received by the Health Plans that relates to:
•
•
•

your past, present or future physical or mental health or condition;
the provision of health care services to you; or
the past, present, or future payment for the provision of health care to you.
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PHI does not include enrollment or disenrollment information for the Plans. Health Plans may
disclose information on whether an individual is participating in the Plan(s), and whether an
individual is enrolled in or has discontinued enrollment in the Plan(s).
The Health Plans are required to abide by the terms of the NPP that is currently in effect for the
Health Plans. The Health Plans reserve the right to revise or amend the terms of this NPP. Any
revision or amendment will be effective for all records that the Health Plans have created or
maintained in the past, and for any of your records that we may create or maintain in the future.
You will be informed of any material changes made to our NPP. In addition, the Health Plans
will post, at all times, a copy of its most current NPP in the Labor Relations Department of
Orleans/Niagara BOCES. You may also obtain a copy of our most current NPP at any time by
asking for a copy at the time of your next visit to the Labor Relations Department, or by calling
the Labor Relations Department at (800) 836-7510.
If you have any questions about this NPP or would like further information about HIPAA, please
contact the Labor Relations Department at (800) 836-7510.
HOW THE HEALTH PLANS MAY USE AND DISCLOSE YOUR PHI
HIPAA permits the Health Plans, its business associates, and their agents/subcontractors, if any,
to use and/or disclose your PHI, without prior authorization, for the purposes of treatment,
payment, and other health care operations of the Health Plans, which are described below. The
Health Plans will disclose your PHI to its business associates only if it has received satisfactory
assurances that the business associates will appropriately safeguard your PHI. HIPAA also
permits the Health Plans to use and disclose your PHI, without prior authorization, for other
specific purposes that are also described below. For each category, we have provided a
description and some examples of the permitted uses and/or disclosures. The following
examples are illustrative and are not meant to be a complete description of the permitted uses and
disclosures of the Health Plans.
 Treatment. The Health Plans may use and/or disclose your PHI to health care providers
who are involved in your care and treatment. The Health Plans may use or disclose PHI
about you to physicians, nurses, paraprofessionals, technicians, or other health care providers
who are involved in your care and treatment. For example, we may disclose your PHI to a
physician or a pharmacy to assist in the management of your health care.
 Payment. The Health Plans may use and/or disclose your PHI to fulfill its obligation for
coverage and the provision of health benefits under the Health Plans. For example, the
Health Plans may use or disclose PHI to obtain or provide reimbursement for the provision of
health care. Payment includes, but is not limited to, actions relating to eligibility or coverage
determinations, billing, claims management, collection activities, reviews for medical
necessity determinations and appropriateness of care, utilization review and preauthorizations.
 Health Care Operations. The Health Plans may use and/or disclose PHI in order to conduct
health care operations. Health care operations include but are not limited to quality
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assessment and improvement, reviewing competence or qualifications of health care
professionals, underwriting, premium rating and other insurance activities relating to or
creating or renewing insurance contracts. It also includes disease management, case
management, conducting or arranging for medical review, legal services, auditing functions
including but not limited to fraud and abuse compliance programs, business planning and
development, business management, and general administrative duties. However, the Health
Plans will not use or disclose PHI that is genetic information for underwriting purposes.
 Plan Administration Functions. The Health Plans may disclose PHI to the Plan Sponsor
for the purpose of plan administration functions only, provided the Plan Sponsor certifies in
writing that it has amended the Health Plans in accordance with HIPAA. Plan administration
functions may include: Claims processing, appeal, or payment; quality assurance, auditing,
and monitoring; and assisting enrollees with claims.
 Follow up Telephone Calls/Emails. The Health Plans may call you to follow up on care or
treatment you received by a health care provider, or to ask questions relating to treatment,
payment, or other health care operations of the Health Plans.
 Treatment Alternatives or Other Health-Related Benefits and Services. The Health
Plans may use and/or disclose PHI to tell you or your health care providers about or
recommend possible treatment alternatives or health-related benefits or services that may be
of interest to you or your health care provider.
 Individuals Involved in Your Care or Payment for Your Care. HIPAA permits the
Health Plans to disclose PHI to a family member, other relative, a close personal friend, or
any other person identified by you if:
•

you are present for, or otherwise available prior to the disclosure and we have either
obtained your agreement to the disclosure, provided you the opportunity to object to
the disclosure, or the Health Plans have reasonably inferred from the circumstances
that you do not object to the disclosure; or

•

due to your incapacity or an emergency circumstance the Health Plans have
determined that a disclosure is in your best interest – in such circumstances, the
Health Plans will only disclose PHI that is directly relevant to the person’s
involvement with your health care.

 Emergencies. The Health Plans may use and/or disclose PHI to provide you with
emergency treatment in emergency situations.
 As Required By Law. The Health Plans may use and/or disclose your PHI if we are
required to do so under any federal, state or local law.
 Public Health Risks. The Health Plans may use and/or disclose your PHI to authorized
public health officials (or a foreign government agency collaborating with such officials) so
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such officials may carry out public health activities. For example, The Health Plans may
disclose your PHI to public health officials for the following reasons:
•

to prevent or control disease, injury or disability;

•

to report vital events such as births and deaths;

•

to report child abuse or neglect;

•

to report quality, safety or effectiveness of FDA-regulated products or activities;

•

to notify people of product recalls they may be using;

•

to notify a person who may have been exposed to a communicable disease or may be
at risk for contracting or spreading a disease or condition; or

•

to your employer, in order to comply with employment laws.

 Victims of Abuse, Neglect, or Domestic Violence. The Health Plans may disclose your
PHI to government authorities, including a social service or protective services agency,
authorized by law to receive reports of abuse, neglect or domestic violence. For example, the
Health Plans may report your PHI to government officials if it reasonably believes that you
have been a victim of abuse, neglect or domestic violence. The Health Plans will make every
effort to obtain your permission before releasing this information, however, in some cases the
Health Plans may be required or authorized to act without your permission.
 Health Oversight Activities. The Health Plans may disclose your PHI to a health oversight
agency for activities authorized by law. These agencies typically monitor the operation of
the health care system, government benefits programs, and compliance with government
regulatory programs. The oversight activities may include audits; civil, criminal, or
administrative investigations or actions; inspections; and/or licensure or disciplinary actions.
 Lawsuits and Similar Proceedings. The Health Plans may use or disclose your PHI in
response to a court or administrative order, if you are involved in a lawsuit or similar
proceeding. The Health Plans may also disclose your PHI in response to a discovery request,
subpoena, or other lawful process that is not accompanied by an order of a court or
administrative tribunal, but only if we have first received satisfactory assurances from the
party requesting the information that reasonable efforts have been made to inform you of the
request, or if the Health Plans have received satisfactory assurances that efforts have been
made by the party seeking the information to obtain a qualified protective order. A qualified
protective order is an order of a court or an administrative tribunal or a stipulation by parties
to the litigation that prohibits the parties from using or disclosing PHI for any purpose other
than the litigation or proceeding. A qualified protective order will require the return of PHI
to the Health Plans at the end of the litigation or proceeding.
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 Law Enforcement Purposes. The Health Plans may disclose your PHI to law enforcement
officials for the following reasons:
•

in response to court orders, warrants, subpoenas, or summons or similar legal process;

•

to assist law enforcement officials with identifying or locating a suspect, fugitive,
material witness, or missing person;

•

if you have been or are suspected of being a victim of a crime and you agree to the
disclosure, or if we are unable to obtain your agreement because of incapacity or
other emergency.

•

if we suspect that a death resulted from criminal conduct;

•

to report evidence of criminal conduct that occurred on our premises;

•

in response to a medical emergency, to report a crime (including the location or
victims of the crime; or the identity, description or location of the person who
committed the crime).

 Coroners, Medical Examiners and Funeral Directors. The Health Plans may disclose
your PHI to a coroner or medical examiner for the purpose of identifying a deceased person,
determining cause of death, or other duties as authorized by law. The Health Plans may also
release PHI to funeral directors as necessary to carry out their duties.
 Organ, Eye, or Tissue Donation Purposes. The Health Plans may use or disclose your PHI
to organ procurement organizations or other entities engaged in the procurement, banking, or
transplantation of organs, eyes, or tissue for the purpose of facilitating donation and
transplantation.
 Research. In most cases, the Health Plans will ask for your written authorization before
using and/or disclosing your PHI to conduct research. However, in limited circumstances we
may use and/or disclose PHI without authorization if: (i) the use or disclosure was approved
by an Institutional Review Board or a Privacy Board; and (ii) we obtain representations from
the researcher that the information is necessary for the research protocol, PHI will not be
removed from our location, and the information will be used solely for research purposes; or
(iii) the PHI sought by the researcher relates only to decedents and the researcher agrees that
the use or disclosure is necessary for the research.
 To Avert Serious Threat to Health or Safety. The Health Plans may use or disclose your
PHI when necessary to prevent or lessen a serious and imminent threat to your health or
safety, or the health or safety of another person or the public. In such cases, the Health Plans
will only share your PHI with a person or persons reasonably able to prevent or lessen the
threat, including the target of the threat; or if it is necessary for law enforcement authorities
to identify or apprehend an individual.
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 Specialized Government Functions. The Health Plans may use and disclose PHI regarding:
•

Military and veteran activities;

•

Intelligence, counter-intelligence, and other national security activities authorized by
law;

•

Protective services for the President, to foreign heads of state, or to other persons
authorized by law;

•

Inmates to a correctional institution or a law enforcement official having lawful
custody of an inmate or other individual.

 Workers' Compensation. The Health Plans may disclose your PHI for workers'
compensation or other similar programs that provide benefits for work-related injuries or
illnesses.
USES AND DISCLOSURES THAT REQUIRE YOUR AUTHORIZATION
Except as otherwise indicated in this NPP, uses and disclosures of PHI will be made only with
your written authorization. You may revoke an authorization at any time, provided that your
revocation is done in writing, and except to the extent that the Health Plans have already relied
upon your authorization.
YOUR RIGHTS REGARDING YOUR PHI
HIPAA provides you with the following rights regarding the PHI we maintain about you:
 Right to Inspect and Copy. You have the right to inspect and receive a copy of your PHI
contained in a “designated record set” for as long as the Health Plan maintains the PHI in the
designated record set, except for psychotherapy notes; information compiled in reasonable
anticipation of, or for use in, a civil, criminal, or administrative action or proceeding; and
PHI maintained by the Health Plans that is subject to the Clinical Laboratory Improvements
Amendments of 1988.
A “designated record set” is a group of records maintained by or for a health plan that is the
enrollment, payment, claims adjudication, and case or medical management record systems
maintained by or for a health plan; or use in whole or in part, by or for the health plan to
make decisions about individuals.
To inspect or obtain a copy of your PHI contained in a designated record set, please submit a
request in writing to the Director of Labor Relations at Orleans/Niagara BOCES, 4232
Shelby Basin Road, Medina, New York 14103. If you request a copy of your record set, we
may charge a fee for the costs of copying, mailing or other supplies we use to fulfill your
request. The standard fee is $0.75 per page and must generally be paid before or at the time
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we provide you with copies of your PHI.
The Health Plans will respond to your request for inspection of records within 10 days, and
will respond to requests for copies within 30 days if the information is located within our
facility and within 60 days if the information is located off-site at another facility. If the
Health Plans need additional time to respond to your request for copies, we will notify you in
writing within the time frame above to explain the reason(s) for such delay and when you can
expect to have a final answer to your request.
Under certain circumstances, the Health Plans may deny your request to inspect or obtain a
copy of your PHI. If your request for inspection is denied, we will provide you with a
written notice explaining our reasons for such denial, and will include a complete description
of your rights to have the decision reviewed and how you can exercise those rights.
 Right to Amend. You have the right to request that the Health Plans amend your PHI or a
record about you in a designated record set for as long as the information is kept by the
Health Plans, if you feel that the PHI the Health Plans have about you is incorrect or
incomplete.
The Health Plans may deny your request for amendment if it is determined that the PHI or
record that is the subject of the request:
•

was not created by the Health Plans, unless you provide a reasonable basis to believe
that the originator of the PHI is no longer available to act on the requested
amendment;

•

is not part of the designated record set;

•

would not be available for your inspection under the Privacy Standards (as described
in the Right to Inspect and Copy Section, above); or

•

is accurate and complete.

To request an amendment, your request must be made in writing and submitted to the
Director of Labor Relations at Orleans/Niagara BOCES, 4232 Shelby Basin Road, Medina,
New York 14103. In addition, your request should include the reasons(s) why you believe
the Health Plans should amend your PHI.
The Health Plans will respond to your request for amendment no later than 60 days after the
receipt of your request. If the Health Plans need additional time to respond to your request,
we will notify you in writing within 60 days to explain the reason(s) for the delay and the
date by which it will complete your request.
If the Health Plans deny your request for an amendment we will provide you with a written
notice of the denial that explains the reasons for doing so. You will have the right to submit
a written statement disagreeing with the denial. You will also be informed of how to file a
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complaint with the Health Plans or with the Secretary of the DHHS. These procedures will
be explained in greater detail in any written denial notice.
 Right to an Accounting of Disclosures. You have the right to request an “accounting of
disclosures.” An “accounting of disclosures” is a list of disclosures the Health Plans have
made regarding your PHI. An accounting of disclosures will include all disclosures except
the following:
•

Disclosures to carry out treatment, payment, and health care operations;

•

Disclosures made to you;

•

Disclosures made pursuant to your authorization;

•

Disclosures made in a facility directory or to persons involved in your care;

•

Disclosures for national security or intelligence purposes;

•

Disclosures to correctional institutions or law enforcement officials; or

•

Disclosures made before April 14, 2004.

The accounting of disclosures will be in a format that is consistent with the requirements of
the Privacy Standards. To request an accounting of disclosures, you must submit your
request in writing to the Director of Labor Relations at Orleans/Niagara BOCES, 4232
Shelby Basin Road, Medina, New York 14103. Your request must include a time period of
requested disclosures, which may not be longer than six years and may not include dates
before April 14, 2004. The first list you request within a 12-month period will be free.
Additional lists within the same 12 month period will be assessed a charge for the costs of
providing the list. The Health Plans will notify you of the cost involved, at which time you
may choose to withdraw or modify your request before any costs are incurred.
The Health Plans will respond to your request for an accounting of disclosures within 60
days from the receipt of such request. If the Health Plans need additional time to prepare the
accounting, they will notify you in writing within 60 days about the reason for the delay and
provide you with the date when you can expect to receive the accounting.
 Right to Request Restrictions. You have the right to request a restriction or limitation on
the PHI the Health Plans use or disclose about you for treatment, payment or health care
operations. You also have the right to request a limit on the medical information that the
Health Plans disclose about you to someone who is involved in your care, like a family
member, relative, friend, or other person(s) identified by you.
The Health Plans are not required to agree to your request for restriction. If the Health Plans
do agree to a requested restriction, the Health Plans may not use or disclose PHI in violation
of such restriction, unless the information is needed to provide you with emergency care or
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treatment, or as otherwise required by law. Under certain circumstances, the Health Plans
may terminate its agreement to a restriction.
To request restrictions, you must make your request in writing to the Director of Labor
Relations at Orleans/Niagara BOCES, 4232 Shelby Basin Road, Medina, New York 14103.
In your request, you must tell us: (1) what information you want to limit; (2) whether you
want to limit our use, disclosure or both; and (3) to whom you want the limits to apply, for
example, disclosures to your spouse.
 Right to Request Confidential Communications. You have the right to request that the
Health Plans communicate with you about you and your PHI in a certain way or at a certain
location. For example, you can ask that the Health Plans contact you only at work or by
mail.
The Health Plans will not ask you the reason for your request, and will accommodate all
reasonable requests. Your request must specify how or where you wish to be contacted, and
how payment for your health care will be handled if we communicate with you through this
alternative method or location. To request confidential communications, you must make
your request in writing to the Director of Labor Relations at Orleans/Niagara BOCES, 4232
Shelby Basin Road, Medina, New York 14103.
 Right to Receive a Paper Copy of This NPP. You have the right to receive a paper copy of
this NPP. You may ask us to give you a copy of this NPP at any time. Even if you have
agreed to receive this NPP electronically, you are still entitled to a paper copy of this NPP.
To obtain a paper copy of this please ask any of our staff members in the Labor Relations
Department at Orleans/Niagara BOCES.
COMPLAINTS
If you believe your privacy rights have been violated, you may file a complaint with the Privacy
Official and/or Complaint Official in the Labor Relations Department at Orleans/Niagara
BOCES and/or with the Secretary of the DHHS. To file a complaint with the Privacy Official
and/or Complaint Official in the Labor Relations Department at Orleans/Niagara BOCES, please
submit a written complaint to the Privacy Official and/or Complaint Official, Orleans/Niagara
BOCES, 4232 Shelby Basin Road, Medina, New York 14103. The Health Plans will not
retaliate against you for filing a complaint with a Privacy Official and/or Complaint Official of
Orleans/Niagara BOCES, or with Secretary of the DHHS.
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CONTACT PERSON
If you have any questions about this Notice of Privacy Practices or subjects addressed in it,
please contact:
Privacy Official/Complaint Official
Director of Labor Relations
Orleans/Niagara BOCES
4232 Shelby Basin Road
Medina, New York 14103
(800) 836-7510

Revised September 2012

